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1. Instalasi Snort

g triggers for libc-bin (2.23-Qubuntus)
d -ThinkCentre-Edge92: /home/snort# wget hi
-2019-08-10 ©5:20:01-- http://www.openinfosecfo
Resolving www .openinfosecfoundation.org (www.open
Connecting to www.openinfosecfoundation.org (www.
HTTP request sent, awaiting response... 302 Found
Location: https://openinfosecfoundation.org/downb
--2019-08-10 05:20:02-- https://openinfosecfound.
4Resolving openinfosecfoundation.org (openinfosecfd
i Connecting to openinfosecfoundation.org (openinfos

HTTP request sent, awaiting response... 200 OK
Length: 3332129 (3,2M) [application/x-gzip]
saving to: ‘suricata-3.i.i.tar.gz’

suricata-3.1.1.tar.gz

s) - ¢curicata-3.1.1.t

tgntlsnort#

2. Instalasi Suricata



Console | Graphs | Reporting | Logs

Console

You are now logged into Cacti. You can follow these basic steps to get started.
e ERy = « Create devices for network

« Create graphs for your new devices

* View your new graphs
Devices wy arapl

Sites

Trees

Graphs

Data Sources
Aggregates

Data Collectors
Data Queries

Data Input Methods
Device

Graph

Data Source
Agaregate

Color

Networks
Discovered Devices
Device Rules
Graph Rules

Tree Rules

SNMP Options

3. Dashboard Cacti

DNP3 config:
Memcap: 262144
Check Link-Layer CRCs: ENABLED
Ports:
20000

i

- IMINE

Logged in as admin =

Version 1.1.38

+++++++++++t i+t b AR AR AR

Initializing rule chains...

ERROR: /etc/snort/rules/local.rules(8) Illegal direction specifier: any
Fatal Error, Quitting..

root@ubuntu-virtualBox: /home/ubuntu# nano /etc/snort/rules/local.rules
root@ubuntu-virtualBox: /home/ubuntu# /etc/init.d/snort restart

* Starting Network Intrusion Detection System snort
'root@ubuntu-VvirtualBox: /home/ubuntu# nano /etc/snort/rules/local.rules
'root@ubuntu-virtualBox: /home/ubuntu# nano /etc/snort/rules/local.rules
‘root@ubuntu-VvirtualBox: /home/ubuntu# /etc/init.d/snort restart

* Starting Network Intrusion Detection System snort
‘root@ubuntu-VvirtualBox: /home/ubuntu# snort.service

snort.service: command not found

root@ubuntu-virtualBox: /home/ubuntu# snort.service.

snort.service.: command not found

root@ubuntu-VirtualBox: /home/ubuntu# /etc/init.d/snort restart

* Starting Network Intrusion Detection System snort
root@ubuntu-virtualBox: /home/ubuntu# nano /etc/snort/rules/local.rules
Iroot@ubuntu-virtualBox: /home/ubuntu# nano /etc/snort/rules/local.rules
root@ubuntu-VirtualBox: /home/ubuntu# /etc/init.d/snort restart

* Starting Network Intrusion Detection System snort
root@ubuntu-virtualBox: /home/ubuntu# nano /etc/snort/rules/local.rules

| root@ubuntu-VirtualBox:/home/ubuntu# /etc/init.d/snort restart
e * Starting Network Intrusion Detection System snort

4. Konfig awal IDS
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Setting up libhtml-tagset-perl (3.20-2) ...
Setting up libhtml-parser-perl (3.71-1buildl) ...
Setting up libio-html-perl (1.00-1) ...
Setting up liblwp-mediatypes-perl (6.02-1) ...
Setting up libhttp-message-perl (6.06-1)
Setting up libhtml-form-perl (6.03-1) ...
Setting up libhtml-tree-perl (5.03-1) ...
Setting up libhtml-format-perl (2.11-1) ...
Setting up libhttp-cookies-perl (6.00-2) ...
Setting up libhttp-daemon-perl (6.01-1)
(Setting up libhttp-negotiate-perl (6.00-2)
fSetting up libnet-http-perl (6.06-1) ...
gSetting up libwww-robotrules-perl (6.01-1) ...
(Setting up Lliblwp-protocol-https-perl (6.064-2ubuntu6.1) ...
;Setting up libwww-perl (6.05-2)
(Setting up oinkmaster (2.0-4) ...
Processing triggers for libc-bin (2.19-6ubuntu6.14) ...
Processing triggers for ureadahead (6.100.0-16)
root@ubuntu-VirtualBox: /home/ubuntu# nano /etc/snort/rules/local.rules
root@ubuntu-virtualBox: /home/ubuntu® nano /etc/snort/rules/local.rules
root@ubuntu-VirtualBox: /home/ubuntu# fetc/init.d/snort restart
* Stopping Network Intrusion Detection System snort
* Starting Network Intrusion Detection System snort
root@ubuntu-virtualBox: /home/ubuntuz I

5. IDS setelah diinstall

* Restarting web server apache2
AHO0558: apache2: Could not reliably determine the server's fully qualified doma
in name, using 127.0.1.1. Set the 'ServerName' directive globally to suppress th
is message
[ oK 1]
Setting up phpS (5.5.9+dfsg-1ubuntu4.29) ...
Processing triggers for libc-bin (2.19-0ubuntu6.14) ...
root@ubuntu-virtualBox: /home/ubuntu# sudo apt-get -y install rrdtool
Reading package lists... Done
Building dependency tree
Reading state information... Done
The following extra packages will be installed:
fonts-dejavu fonts-dejavu-extra libdbil librrd4 ttf-dejavu ttf-dejavu-core
ttf-dejavu-extra
Suggested packages:
1ibrrds-perl
The following NEW packages will be installed:
fonts-dejavu fonts-dejavu-extra libdbil librrd4 rrdtool ttf-dejavu
ttf-dejavu-core ttf-dejavu-extra
0 upgraded, 8 newly installed, © to remove and 64 not upgraded.
Need to get 2.239 kB of archives.
After this operation, 8.569 kB of additional disk space will be used.
Get:1 http://id.archive.ubuntu.com/ubuntu/ trusty/main fonts-dejavu-extra all 2.
34-1ubuntul [1.736 kB) J
34% [1 fonts-dejavu-extra 771 kB/1.736 kB 44%] 8.370 B/s 2min 55s

-*> Snort! <*-
Version 2.9.6.0 GRE (Build 47)
By Martin Roesch & The Snort Team: http://www.snort.org/snort/snort-te

1. Hasil Instalasi rrd tool



Get:3 http://id.archive.ubuntu.com/ubuntu/ trusty/main libaprutilil amdé64 1.5.3-1
[76,4 kB]

Get:4 http://id.archive.ubuntu.com/ubuntu/ trusty-updates/main mysql-common all

5.5.62-0ubuntu0.14.04.1 [12,6 kB]

Get:5 http://id.archive.ubuntu.com/ubuntu/ trusty-updates/main libmysqlclient18

amd64 5.5.62-0ubuntu®.14.04.1 [598 kB]

Get:6 http://id.archive.ubuntu.com/ubuntu/ trusty/main libdbi-perl amd64 1.630-1
[879 kB] ‘

Get:7 http://id.archive.ubuntu.com/ubuntu/ trusty-updates/main libdbd-mysql-perl
amd64 4.025-1ubuntu®.1 [87,6 kB]

Get:8 http://id.archive.ubuntu.com/ubuntu/ trusty/main libterm-readkey-perl amdé6

4 2.31-1 [27,4 kB]

Get:9 http://id.archive.ubuntu.com/ubuntu/ trusty-updates/main mysql-client-core
-5.5 amd64 5.5.62-0ubuntu®.14.04.1 [707 kB]

Get:10 http://id.archive.ubuntu.com/ubuntu/ trusty-updates/main mysql-client-S.
amd64 5.5.62-0ubuntu®.14.04.1 [1.459 kB]

Get:11 http://id.archive.ubuntu.com/ubuntu/ trusty-updates/main mysql-server-co

e-5.5 amd64 5.5.62-0ubuntu6.14.04.1 [3.754 kB]

Get:12 http://id.archive.ubuntu.com/ubuntu/ trusty-updates/main mysql-server-5.
amd64 5.5.62-0ubuntu6.14.04.1 [1.979 kB]

Get:13 http://id.archive.ubuntu.com/ubuntu/ trusty/main phpS5-json amd64 1.3.2-2

uildl [34,4 kB]

Get:14 http://id.archive.ubuntu.com/ubuntu/ trusty-updates/main phpS5-common amd

4 5.5.9+dfsg-1ubuntu4.29 [452 kB]

65% [Waiting for headers]

> -*> Sport! <*-
o" )~ Version 2.9.6.0 GRE (Build 47)
e By Martin Roesch & The Snort Team: http://www.snort.org/snort/snort-te

2.Hasil Instalasi LAMP

Preparing to unpack .../rrdtool_1.4.7-2ubuntu5_amd64.deb ...
Unpacking rrdtool (1.4.7-2ubuntu5)
Processing triggers for fontconfig (2.11.0-0ubuntu4.2)
Processing triggers for man-db (2.6.7.1-1ubuntul) ...
Processing triggers for doc-base (0.10.5)
Processing 32 changed doc-base files, 1 added doc-base file...
Setting up fonts-dejavu-extra (2.34-1ubuntul)
Setting up fonts-dejavu (2.34-1ubuntul)
Setting up libdbii:amd64 (0.9.0-1) ...
Setting up librrd4 (1.4.7-2ubuntus)
Setting up ttf-dejavu-core (2.34-1ubuntul)
Setting up ttf-dejavu-extra (2.34-1ubuntul)
Setting up ttf-dejavu (2.34-1ubuntul)
Setting up rrdtool (1.4.7-2ubuntu5)
Processing triggers for libc-bin (2.19-0Oubuntué6.14)
root@ubuntu-VirtualBox: /home/ubuntu# sudo apt-get -y install snmp snmpd
Reading package lists... Done
Building dependency tree
Reading state information... Done
The following NEW packages will be installed:

snmp snmpd
0 upgraded, 2 newly installed, © to remove and 64 not upgraded.
Need to get 219 kB of archives.
After this operation, 786 kB of additional disk space will be used.
0% [Connecting to id.archive.ubuntu.com]

i -*> Snort! <*-
o" )~ Version 2.9.6.0 GRE (Build 47)
o By Martin Roesch & The Snort Team: http://www.snort.org/snort/snort-te

3.Hasil Instalasi SNMP



Unpacking snmpd (5.7.2~dfsg-8.1ubuntu3.3)

Processing triggers for man-db (2.6.7.1-1ubuntul)

Processing triggers for ureadahead (0.100.0-16)

Setting up snmp (5.7.2~dfsg-8.1ubuntu3.3)

Setting up snmpd (5.7.2~dfsg-8.1ubuntu3.3) ...

update-rc.d: warning: stop runlevel arguments (1) do not match snmpd Default-St
op values (0 1 6)

* Starting network management services:

Processing triggers for ureadahead (0.100.0-16)
root@ubuntu-virtualBox: /home/ubuntu# sudo apt-get -y install cacti cacti-spine
Reading package lists... Done
Building dependency tree
Reading state information... Done

The following extra packages will be installed:

dbconfig-common javascript-common libjs-jquery libjs-jquery-cookie

libphp-adodb phpS5-mysql php5-snmp

Suggested packages:

php5-1dap moreutils snmp-mibs-downloader php5-adodb

The following NEW packages will be installed:

cacti cacti-spine dbconfig-common javascript-common libjs-jquery

libjs-jquery-cookie libphp-adodb phpS-mysql php5-snmp

0 upgraded, 9 newly installed, © to remove and 64 not upgraded.
Need to get 2.752 kB of archives.
After this operation, 9.530 kB of additional disk space will be used.
0% [Working]

-*> Snort! <*-
Version 2.9.6.0 GRE (Build 47)
By Martin Roesch & The Snort Team: http://www.snort.org/snort/snort-te

4.Hasil Instalasi Cacti
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5. Suricata tidak mendeteksi serangan dengan mode IDS



Login to Cacti - Mozilla Firefox ty B = @) o243

Login to Cacti

<« c @ D 127.0.0.1 X v O m o =
gy
|
k|
User Login
Please enter your Cacti user name and password below:
User Name: i
Password:
Login
6. Buat password pada web cacti
——— = 7w —re—

887 o

Lockon

P 182188.10.0 IMMA CHARGIN MAH LAZ|

Lockon

Selected target

omMewEraCrackerLOK

7. Simulasi serangan dengan LOIC
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0 hidup, 0 mati, 0 tidak diketahui
Z erT |

8. Simulasi serangan dengan Port Scanner

| (Show Map] [Bulder | [Settings] [About] Il View Cammectionsi0] Upload [0 Bytes] Download (0 Bytes]

9. Simulasi serangan dengan nJRAT



Graphs -> Tree Mode - Mozilla Firefox

é ® Graphs -> Tree Mode X
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Localhost - Load Average
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127.0.0.1/cacti/graph.php?action=view&local_graph_id=3&rra_id=all

Graphs -> Tree Mode - Mozilla Firefox 1y m =) <) 0301 M
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Localhost - Processes Q
(2]
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&
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8
§ 100
a
50
0+
Tue 06:00 Tue 12:00 Tue 18:00 Wed 00:00
From 2019/12/03 03:01:11 To 2019/12/04 03:01:11
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e Showing All Graphs
A A
R 127.0.0.1/cacti/graph.php?action=view&local_graph_id=4&rra_id=all

11. Graph Cacti sebelum ada aktifitas pada penggunaan memori
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12. Graph Cacti setelah ada serangan pada penggunaan memori

@ Online Timer - Mozilla Firefox

<. Online Timer X I e

&« > C @ © & https;//www.timeanddate.com/timer/

A Ik 4 Ad closed by Google

timeanddate.com

World Clock » Time Zones » Calendar Weather + Sun & Moon + Timers + Calculators Apps & APl » Free Fun » &

Online Timer Online Stopwatch

00:00:00 @®

Timer 1 (00:00:00), ®© Beep sound # Edit

13. Timer untuk mengukur kecpatan akurasi



Snort Suricata
Jenis Aktivitas Waktu Deteksi — . Waktu Deteksi — Waktu )
Waktu Serang Hasil Serang Hasil
RAT 09:39:24 — 09:39:20 | 4 detik | 13:00:25 - 13:00:21 4 detik
DOS 10:18:17 — 10:18:16 | 1 detik | 14:13:10 — 14:13:08 2 detik
Port Scanner 11:10:22 — 11:10:20 | 2 detik | 15:00:07 — 15:00:05 2 detik
14.Hasil Eksperimen kedelapan (hari ke 8)
Snort Suricata
Jenis Qi Qtas Waktu Deteksi — Hasil Waktu Deteksi — Waktu Hasil
Waktu Serang Serang
RAT 13:37:14 — 13:37:10 | 4 detik | 15:46:25 — 15:46:21 4 detik
DOS 13:54:47 — 13:54:46 | 1 detik | 16:18:22 — 16:18:20 2 detik
Port Scanner 14:18:44 — 14:18:42 | 2 detik | 16:44:55 — 16:44:53 2 detik

20.Hasil Eksperimen ketujuh (hari ke 7)




Snort Suricata
Jenis Aktivitas Waktu Deteksi — . Waktu Deteksi — Waktu )
Waktu Serang Hasil Serang Hasil
RAT 08:45:09 — 08:45:04 | 4 detik | 12:10:13 -12:10:17 4 detik
DOS 09:30:13 -09:30:12 | 1detik | 13:12:12 -13:12:10 2 detik
Port Scanner 10:14:15-10:14:17 | 2 detik | 14:15:17 — 14:15:19 1 detik
21.Hasil Eksperimen keenam (hari ke 6)
Snort Suricata
Jenis Aktivitag Waktu Deteksi — Hasil Waktu Deteksi — Waktu Hasil
Waktu Serang Serang
RAT 10:00:09 — 10:00:04 | 4 detik | 13:11:16 —13:11:20 4 detik
DOS 11:30:13 — 11:30:12 | 1 detik | 14:22:12 — 14:22:10 2 detik
Port Scanner 12:11:18-12:18:17 | 2 detik | 15:32:10 — 15:32:12 2 detik

22. Hasil Eksperimen kelima (hari keb)




Snort Suricata

Jenis Aktivitas Waktu Deteksi — Hasil Waktu Deteksi — Hasil
Waktu Serang Waktu Serang

RAT 10:37:24 — 10:37:20 | 4 detik | 14:00:15 — 14:00:11 4 detik

DOS 11:54:17 — 11:54:16 | 1 detik | 15:18:12 —15:18:10 2 detik

Port Scanner 12:15:22 — 12:15:20 | 2 detik | 16:00:15 — 16:00:13 1 detik

23.Hasil Eksperimen keempat (hari ke 4)

Snort Suricata
Jenis (tyitas Waktu Deteksi — Hasil Waktu Deteksi — Waktu Hasil
Waktu Serang Serang
RAT 09:12:08 — 09:12:04 | 4 detik | 12:11:16 —12:11:20 4 detik
DOS 10:16:13 - 10:16:12 | 1 detik | 13:27:12 — 13:27:10 2 detik
Port Scanner 11:24:15-11:24:17 | 2 detik | 14:12:10 — 14:12:12 2 detik

24. Hasil Ekserimen Ketiga (hari ke 3)




Snort Suricata

Jenis Aktivitas Waktu Deteksi — . Waktu Deteksi — Waktu )
Waktu Serang Hasil Serang Hasil

RAT - -

DOS 11:26:17 — 11:26:16 | 1 detik | 14:27:12 — 14:27:10 2 detik

Port Scanner 12:00:22 — 12:00:20 | 2 detik | 15:00:15 — 15:00:13 2 detik
Snort Suricata

Jenis plOviteg Waktu Deteksi — Hasil Waktu Deteksi — Waktu Hasil
Waktu Serang Serang

RAT - -

DOS 10:14:17 — 11:14:16 | 1detik | 14:17:12 —14:17:10 2 detik

Port Scanner 11:25:22 — 12:25:20 | 2 detik | 15:20:15 — 15:20:13 2 detik

25.

26.

Hasil Eksperimen kedua (hari ke 2)

Hasil Eksperimen Pertama (hari ke 1)
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